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Contexto

o Internet das Coisas (Internet of things -
IoT) esta sendo possivel com as
inovagdes em:
= RFID
= Sensores inteligentes

o com colaboragdo entre eles
= Tecnologias de comunicagao
= Protocolos Internet

(Al-Fugaha et al., 2015)

Contexto

Pervasive Computing
Mobile Computing
Context Aware Computing
Industry 4.0

Ubiquitous Computing
Wireless Sensor Networks
Body Area Networks
Embedded Systems
Cyber Physical Systems
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Contexto

o No. objetos para se conectar a Internet
® recursos escassos: bateria, armazenamento,
memoria, processamento, interface, rede
o Seguranca e privacidade devido a
inerente heterogeneidade e a
capacidade para monitorar e controlar
objetos fisicos

o Gerenciamento e monitoramento de IoT
para assegurar a entrega de servigos de
alta qualidade a um custo eficiente

(Al-Fugaha et al., 2015)
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I Want To Know More About Myself

Where you’re going?

Who you’ve interacted with?

How long you’ve spoken to friends?
The affinity of connections?

How long it takes to get to work?

The tone of your messages

The amount you text, tweet or update?
How much exercise you’re getting?
How much you get distracted?

A

Can Internet of Things (I0T) Help Us To Know More About Ourselves?

(Al-Fugaha., 2018)

Evolugao da IoT

RFID Web services &  Social, Cloud
& Sensors  Internetworking &ICN
(! i (II [l

(Atzori et al., 2017)

Geracoes IoT

Generation|T ical fields |Major objectives Relevat standards

To uniquely identify objects through appropriate naming
and architecture for the retrieval of objects’ associated

Tagged objects information EPCglobal
1 Machine-to-Machine | To define a reference architecture for machine-to- oneM2M, ITU
(M2M) ‘machine ication: M2M
Integration RFID To seamless combine data coming from RFID tags with
'with WSN data generated by sensors connected through WSNs Missing
IETF 6LoWPAN,
"To allow constrained devices to adopt the TCP/IP ROLL RPL, [EEE
Internetworking protocols for a seamless integration in the Internet 802.15.4
To allow constrained devices to take part to web IETF CoAP, OASIS
L 'Web of Things ion: DPWS
To allow people to share dala generated by their smart
Social network objects with people they know and trust, leveraging
services the existing human social networks services Missing

(Atzori et al., 2017)

Geracoes IoT

'To make objects able to participate in communities of
objects, to create groups of interest, and to take
Social Internet of collaborative actions with the objective to facilitate
Things service and information discovery Missing
To describe the features of the IoT objects to foster
Semantic systems interoperability W3C SSN
Jitg To introduce the Information Centric Networking feature
into the IoT world so as to introduce content centric-
Future Internet driven rather than host-driven ications IETF ICNRG
'To empower objects with storage, communications and
Cloud processing capabilities coming from the cloud Missing
Evolved RFID-IoT To facilitate the integration of the RFIDs into the loT
integration applications Missing

(Atzori et al., 2017)

IoT - elementos
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(Al-Fugaha et al., 2015)




IoT - elementos

Tecnologias de Comunicagao

Naming EPC, uCode
Identificatior
= " Addressing IPv4, IPv6 . ] m— -
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ey s e technology govemning bodies (@pproximately)
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Commuxicition 802.15.4, Z-Wave, WiFi, =
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SmartThings, Arduino, is a binary XML format for
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Hardware Raspberry Pi, Gadgeteer, network — 2011.
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Semaitic RDF, OWL, EXI (AlFFugaha et al., 2015) (Yagoob et al., 2017)
Taxonomy based on communication and
networking aspects of smart cities
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o Geracgoes de sistemas méveis:
= 1G: analdgico (1980)
= 2G: digital (1990): GSM/GPRS & EDGE, CDMAOne
= 3G: GSM, GPRS, EDGE, UMTS, HSPA
= 3G/4G: LTE-Advanced
s 5G: vel.>10Gb/s; >dispositivos conectados (2019)
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|IEEE 802.15.1: WPAN/ Bluetooth

|IEEE 802.15.3: High Rate WPAN

|IEEE 802.15.4: Low Rate WPAN

|EEE 802.15.6: Body Area Networks
|EEE 802.16 WMAN wireless metropolitan
area networks - WiMax (Worldwide
Interoperability for Microwave Access)
|IEEE 802.11ah

(Yagoob et al., 2017)

Low Power Wide Area Networks
(LPWAN)

Table 1. Low Power Wide Area Radio Technologies for Internet of Things (IoT) Service.

LoRa SigFox Wi-SUN NB-IoT LTE-M
Coverage -11km -13 km -5km -15km -11km
Spectrum  800-900MHz  800-900 MHz 900 MHz 700-900 MHz ~ 700-900 MHz

Band ISM/unlicensed  ISM/unl d 1SM/ Cellular/licensed Cellular/licensed

Bandwidth 125 KHz 0.1/0.6 KHz 0.1KHz 200 KHz 20 MHz
Data Rate ~10 kbps ~100bps ~300 kbps 150 kbps ~10 Mbps
TX Power 14dBm 14/27 dBm 13/24 dBm 23/35 dBm 23 dBm
Roaming N N N Y ¥

(Moon, 2017)

IEEE 802.15.4

o Prové servigos de seguranca, criptografia e
autenticagdo, mas nao garante QoS

o E abase para o protocolo ZigBee, oferecendo
“low data rate services on power constrained

devices”

o Para reduzir potenciais colisdes, IEEE 802.15.4
MAC utiliza o protocolo CSMA/CA

(Al-Fugaha et al., 2015) - ver Fugaha-slides-loT-rev3.pdf p. 61




IEEE 802.15.4

Bluetooth Low-Energy (BLE)
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Fig. 20. IEEER02.15.4topologies 33]. (a) Star. (b) Peer-to-peer. (¢) Cluster-tree.

o Radio de curto alcance com uma quantidade
minima de energia para operar por um tempo
mais longo comparado com prévias versdes

o Alcance de cobertura (~100 metros) é 10
vezes do que o Bluetooth classico e a laténcia é
15 vezes menor

o Comparado ao ZigBee, BLE é mais eficiente em
termos de consumo de energia e a razao de
energia de transmissao por bit transmitido

(Al-Fugaha et al., 2015)

SOs usados em ambientes IoT

TinyOS: (2000)

o w
—_ bz |E g | & g 2ee Para rede de sensores
shtom © | BE £58] 15 g 5|25 Ult vers&o 2012
N Sa |52 E E“ £ | &=
e — - —s Contiki: (2002)
iny nes = artial | Yes : -
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Riot OS: (2009)

arch e.g.: ARM Cortex; loT protoc

http://ww.riot-os.org/
(Al-Fugaha et al., 2015) - ver ref. [8] dos artigos

Esforcos de padronizacao na IoT
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Descoberta de recursos

o Multicast DNS (mDNS)
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Esforcos de padronizacao na IoT

IETF CoAP Application Layer ZigBee SE 2.0
UbP Transport Layer TCcP UDP
IETF RPL IETF RPL
IPv6 IcMP Netwai Ljar e | icwe
IETF 6LOWPAN IETF 6LoOWPAN
Link Layer
Radio Layer
(a) IETF standardized stack. (b) ZigbeelP stack.

Fig. 1: Protocol stacks for the Internet of Things.

(lova et al., 2016)




CoAP - constrained Application Protocol

o Define um protocolo de transferéncia
Web baseado no REpresentational State
Transfer (REST) no topo do HTTP
= usa UDP; msgs: GET, POST, PUT e DELETE

N

G / CoAP Environment

&8

" REST Internet )

‘ / ®
i/ -« >

L
REST-CoAP CoAP Server I
Proxy E

CoAP Communication <g—p» |

o)
HTTP Communication g CoAP Clients “(a|.Fugaha et al., 2015

CoAP - mensagens

01 23 4567?8 116 31
Ver| T [ OC | Code [ Message ID
Token (if any)
Options (if any)
Payload (if any)

Fig. 7. CoAP message format.

T: tipo de transacao; OC: option count

Token: correlaciona requisigdes e respostas

(Al-Fugaha et al., 2015)

CoAP - mensagens

|
[coapclient1 | [ coapclient2_|
Jo03, Tokenct [ corrciens ] [_corpciient2_]
MIpSCOTCPE L CoAP Client 1 CoAP Client 2

NON("Content”, CON('GET /temp",

MID=0x92ab, Token=0x21, MID=0x101, Token=0x21)
“79F)
ACK(MID=0x101)
CoAP Client 1 CoAP Client 2 time passes...
CONCGET /temp', CON("Content",
MID=0x101, Token=0x21) MID=0x92ab, Token=0x21,
79 F)
ACK(MID=0x101, "Content’,
Token=0x21, *79 F) ACKMID=0x922)
(nttpuip t-coap.himi)

CoAP - caracteristicas

o publish-subscribe IETF 02/07/2018

o descoberta de recursos
= “Server utilizes well-known URI paths based
on the web link fields in CoRE link format to
provide resource discovery for the client”
o Constrained RESTful Environments (CoRE) Link
Format
o CoAP + datagram transport layer
security (DTLS) garante integridade e
confidencialidade na troca de msgs

Message Queue Telemetry
Transport (MQTT)

(@),

L ,//

_Publish ||
Fowkers — Subscribe (topic)
Publish / Topics Publish (topic, info)
g \
/ ®,
Publishers Broker Subscribers

o usa TCP; 3 niveis de QoS:
= At most once; At least once; Exactly once

o MQTT-SN usa UDP

http://docs. oasis-open.org/mqt/maqttiv3.1.1/os/mqtt-v3.1.1-0s.html

MQTT - formato das
mensagens

0 1 2 3 4 S 6 7
Message Type UDP S Level | Retain
Remaining Length (1~4 bytes)

Variable Length Header (Optional)

Variable Length Message Payload (Optional)

o Tipos: connect, connack, publish,
subscribe, ...

o DUP: msg duplicada
Retain: informa ao servidor para reter a
ultima publicacdo e submeté-la a novos
assinantes como primeira mensagem




MQTT - https://iot.eclipse.org

o Eclipse Paho and Eclipse Mosquitto
provide a client and broker
implementation of the MQTT messaging
protocol

o Mosquitto implements an MQTT server
in C and Paho provides MQTT clients in a
variety of language implementations,
including C, C++, Java, JavaScript,
Python, etc

o Outros protocolos de aplicagao

apresentados no artigo:

= Extensible Messaging and Presence Protocol
(XMPP)

= Advanced Message Queuing Protocol (AMQP)
= Data Distribution Service (DDS)

o Ex: https://thingspeak.com

= escolha entre REST e MQTT

Routing Protocol for Low Power
and Lossy Networks (RPL)

/;&iomu root
& D

4
o d < Y DODAG routers
<o [ ]

a
o d

o Padronizagao IETF 2011

o O diagrama de roteamento é representado por
um Destination Oriented Directed Acyclic Graph

o The packet contains the routing metric (e.g.,
link quality, residual energy) and an objective
function used by each node to select the
parents among its neighbors

RPL - mensagens

o DODAG Information Object (DIO) which is used to keep
the current rank (level) of the node, determine the
distance of each node to the root based on some specific
metrics, and choose the preferred parent path

o Destination Advertisement Object (DAO). RPL provides
upward traffic as well as downward traffic support using
DAO messages by which it unicasts destination
information towards the selected parents

o DODAG Information Solicitation (DIS) which is used by a
node to acquire DIO messages from a reachable
adjacent node

o DAO Acknowledgment (DAO-Ack) which is a response to
a DAO message and is sent by a DAO recipient node like
a DAO parent or DODAG root

RPL - mensagens

®
O Q

| B¢

(c) Point-to-multipoint
route construction:
storing mode.

(a) A sample wireless  (b) Multipoint-to-point
network. communication.

(lova et al., 2016)

RPL - mensagens

(B,B),(C.0).(D,B)
D (E.B).(FC)

if
oD /

/

(EE) /Qa S, \
Y ® Y e e
D

(d) Point-to-point (e) Point-to-point
communication: communication:
storing mode. non storing mode.

o) FP

(lova et al., 2016)




IPv6 over Low Power Wireless
Personal Area Networks (6LowPAN)

o Necessidade de uma camada de
adaptacao para pacotes IPv6 em IEEE
802.15.4
= tamanho do datagrama IPv6 1280 bytes e

MTU do IEEE 802.15.4 é 127

o Compressao de cabegalhos

(Al-Fugaha et al., 2015)

IoT e Cloud

o Os recursos de armazenamento e computagdo
da nuvem sdo a melhor escolha para a IoT
armazenar e processar big data

o Caracteristicas de plataformas de Cloud p/ IoT:
= disponibilizar dados de sensores na Web

= conectar dispositivos as aplicagbes de uma forma
segura e em tempo real

= prover solugdo Platform as a Service (PaaS) para IoT
= facilitar a comunicagdo via HTTP(S), Sockets, MQTT...
= integrar com outras plataformas e linguagens

(Al-Fugaha et al., 2015)

IoT e Cloud

10T CLOUD PLATFORMS AND THEIR CHARACTERISTICS
o pplication Protocol
¥ & ¢ o
Patorm |5 £ I £ 5 % & E
s £ 2 & =2 = z <
© & 2 O ¥ =
Arkessa -+ + - + - - +
Axeda + + + + + - - -
Etherios + + 0+ - + - - -
LittleBits - - - - + - - -
NanoService | + + + - + + - -
0 que Nimbits - - - - + - + -
aconteceu Ninja Blocks | + - - - + - - -
com o OnePlatform | + + + - + + + -
melhor RealTime.io + - - + - - -
classificado? SensorClowd | + + - - + - - -
SmartThings | + + - - + - - -
TempoDB - - - - + - - -
Thingworx + + - + - - +
Xively +  + + + + - - +  (Al-Fugaha et al., 2015)|
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Fog Computing

o a.k.a. cloudlets or edge computing, can act
as a bridge between smart devices and
large-scale cloud computing and storage

- /N
services / N\ 3
Cloud,
5 Data Centers
\ Fog,
\Gateways
& X
&/ N\
b \
s/ Smart lot devices

.§ff/ ! ] y sensors, tags
70" %% cgvo% \

Fig. 24. The role of the cloud and fog resources in the delivery of ToT services.
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Electronic Product Code (EPC)

o Numero de identificacdo Unico que é
armazenado sobre uma etiqueta RFID

o EPCglobal é a organizagdo responsavel pelo
desenvolvimento e padrdes do EPC e RFID

o EPCs are classified into four types: 96-bit, 64-
bit (I), 64-bit (II) and 64-bit (III). All types of
64-bit EPCs support about 16 000 companies
with unique identities and cover 1 to 9 million
types of products and 33 million serial numbers
for each type. The 96-bit type supports about
268 million companies with unique identities,
16 million classes of products and 68 billion
serial numbers for each class (AL-Fugaha etal., 2015, p. 14)

Aplicacoes
RMI, RPC e eventos

o camadas do

Protocolo requisi¢éo-resposta Middleware
Representacéo externa de dados
Sistema Operacional
sistemas
MR heterogéneos

(Coulouris et al., 2013)

Tecnologias de redes sem fio

Short links (1m)

/

WLAN (10m)

100Tb/s

10 Tb/s
1Tbls
100Gb/s
10Gb/s

Cellular (100m)
1Gbls

100Mb/s
10Mb/s
1Mbrs B
100Kb/s

10Kb/s
1995 2000 2005 2010 2015 2020 2025 2030

(Fettweis, 2014)




Tecnologias de redes celulares

“Transmissao

digital
“Servigos de dados
“i0kbps.

50 1980

Ana Gago, Nuno Cota, Evaluation of Usage on LTE,
Procedia Technology, Volume 17, 2014, p. 683-691,

Tecnologias de redes celulares

Famity

e AMPS famity AmMPS, TACS, ETACS

other NMT, Hicap, Mobitex, DataTAC

ETS Gsm/3GPe Gsm, cso
cama/3Gep2. Camaone (15-95)
other copp, iDEN, POC, PHS

2G transitional | Gsm/3GPR HSCSD, GPRS, EDGE/EGPRS.
(256, 2.756) | cama/3crrz CDMA2000 1xRTT (15-2000)

other wioen

36 amT-2000) | 3GPE UMTS (UTRAN), WCDMA-FDD, WCDMA-TOD, UTRA-
TOD LCR (TD-SCOMA)

aGerz COMA2000 1xEV-DO (15-856)
3G transitional | Gsm/3GPP HSOPA, HSUPA, HSPA+, LTE (E-UTRAN)
(3.56, 3.755,

cama/3GPez Rev. A, EV-DO Rev. B

other

G (mr- Gsm/3GER LTE Advanced
P

cdma/3ceez LTE Advanced

oter TEEE 802.16m (WiMAX)

htto: e fth luti f-mobil d-cellul

IEEE 802.11: multiplo acesso

o Evita colisdes (CSMA/CA): dois ou mais nds transmitindo ao
mesmo tempo

o 802.11: CSMA - “escuta” o meio antes de transmitir
= para ndo colidir com outras transmissdes em andamento

o 802.11: ndo realiza detecgdo de colisdo!

= Dificuldade de receber (“escutar” colisdes) quando esta
transmitindo devido a fraqueza dos sinais recebidos (fading)

= N&o pode escutar todas as colisGes: terminal escondido, fading
= objetivo: evitar colisbes: CSWC(oIlgjgn)A(gynqidance)

P 53 gc

@) T =
= fobea do forca do
— B siral de A sinal de ¢
| — —
CDMA=Carrier Detection Multiple Access espago 6-57
http://Kurose & Ross, 2016)

Protocolo MAC do IEEE 802.11 : CSMA/CA

Emissor 802.11
1 se o canal estiver livre, espera um
pequeno tempo (DIFS) e entdo,
transmite todo o guadro (n&o ha DIFs]
detecgdo de colisao)
2 se o canal estiver ocupado entdo
inicia um tempo de backoff aleatério data
faz contagem regressiva enquanto o
canal estiver livre
transmite qdo o tempo expirar [stFs
se ndo chegar um ACK, aumenta o ACK
intervalo de backoff e repete o
passo 2
Receptor 802.11
- se 0 quadro recebido estiver OK
envia ACK depois de esperar um SIFS

(o ACK é necessario devido ao 6-58
problema do terminal escondido)

sender receiver

IEEE 802.11: Evitando colisoes

ideia: permitir ao emissor reservar o canal ao invés de realizar
um acesso aleatdrio dos quadros, evitando colisdes de
quadros longos

o Emissor primeiramente envia pequenos pacotes de controle
request-to-send (RTS) para o AP usando o CSMA, mas que é
ouvido por todas as estagdes ao seu alcance (inclusive o AP)
= Obs: os pacotes RTS podem ainda colidir uns com os

outros, mas como eles sdo pequenos, ndo causam longos
atrasos

o AP envia um pct clear-to-send (CTS) para todas as estagbes
que estdo ao seu alcance, em resposta ao RTS

o Emissor transmite o quadro de dados

o Outras estagdes bloqueiam suas transmissoes

Evita completamente as colisdes de quadros
de dados usando pequenos pcts de reserval

Evitando Colisoes: troca de RTS-CTS

= yy—
& ke o &

0 RTsa ) ig\/'/:; RTS(B)
olisdo de RTSs
- RTs(a)
cTS(A) CTS(A)
bloqueio
tempo ACK(A) ACK(A)
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Micro-location technologies

o Combining nanotron’s long-range Chirp
radio location technology with
DecaWave’s Ultra-Wide band location
controllers
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